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Abstract: 

Cyberattacks on critical infrastructure can have a debilitating effect on national economic 
security, public health, and safety. The underlying processes of the critical power infrastructure 
sector controlled by the information and communication technology-based elements employed 
into power electronic systems, create a close coupling between the cyber and physical 
components. This transition greatly expands the attack surface of such systems, as cyberattacks 
targeting commercial-off-the-shelf hardware and software are well-known. 

In this context, this tutorial not only aims to establish the scientific know-how comprising a 
framework from basic to advanced topics on power systems and power electronics security, but 
also plans to demonstrate its impact on different operation layers from lab-scale resources. The 
first part of the tutorial will emphasize on providing context on building testbeds for security 
studies, providing guidance on recognizing weaknesses, which can be valuable to attackers. It 
then aims at, along with threat modeling and risk assessment strategies, the modeling, resources, 
and metrics for industrial control systems security studies. Case studies on cyberattacks and 
defenses will be presented in a hardware-in-the-loop environment using OPAL-RT real-time 
simulator and EXataCPS emulator. Moreover, different cases of attack strategies will be 
simulated under nominal and abnormal operating conditions to uncover their system-wide 
impacts in power systems, as well as illustrate the impact of such attacks. The feasibility of the 
detection methods leveraging the hardware layer will then be investigated from a system 
resiliency perspective. The second part of the tutorial will then put spotlight on resiliency metrics 
against cyber-attacks across much faster dynamics in the microgrid scale. Keeping these issues in 
view, a stepwise design of software-defined networking (SDN) technique will be introduced to 
build the communication network, with the objective of enabling the network’s real-time 
configuration ability. Three typical SDN planes will be introduced, namely, data plane, control 
plane and application plane. Their separation is designed to manage the data traffic and generate 
extensible functions such as cyberattack detection. Considering the holistic visibility of SDN also 
makes the system vulnerable to cyberattacks, the model-based programmable cyberattack 
detection and defense strategies will be introduced to secure the SDN network in microgrids. A 
demonstration will be provided to showcase the programmable detection and defense strategies. 
Finally, the third part of the tutorial will generally focus on the impact of cyber attacks on 
operation management of power electronic systems. Generalization from projections of cyber 
attacks on stability and reliability of the grid will firstly be carried out using a self-healing 



 
 

mechanism. Furthermore, different methodologies to model cyber attacks will be explained in 
detail, which are programmed to be introduced into the systems as faults. To characterize 
between various malfunctioning events and cyber attacks, the design of anomaly detection tools 
will be explained. Finally, demonstration videos from experimental prototype will be shown to 
examine the performance of the self-healing mechanism under different cyber attacks, faults, 
unstable events. Moreover, its efficacy to restore the system back to normally and protect the 
physical infrastructure from cyber attacks will be analyzed in detail. 
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