REGULAR
TUTORIAL 4

“Cybersecurity Modeling and Testing
for Smart Inverters”

Distributed energy resources (DERs) are poised to provide numerous
benefits to customers and the grid, including lower cost, improved resilience
and reliability, more rapid decarbonization, and increased consumer choice.
Smart inverters are key power electronic (PE) devices that connect DERs
such as renewable energy and energy storage equipment to power grids.
Smart inverters include several intelligent grid functions, such as fault-ride
through, grid-voltage support, and reactive-power compensation, typically
with real-time remote access, data exchange, and seamless over-the-air
firmware updates in a cyber-physical environment. However, cybersecurity
concerns arise due to extensive information exchange among smart
inverters and multiple stakeholders (e.g., utilities, aggregators, vendors,
operators, and owners). Recently, sophisticated threat actors have been
expanding their targets from bulky power plants and substations to grid
edge devices, especially DER. In May 2025, over 100 security vulnerabilities
were reported. A recent report from SolarPower Europe indicated that the
loss of 3 GW of PV would cause significant implications on the European
grid while the loss of 10 GW was estimated as the trigger point for a
cascading outage such as Spanish grid blackout. Therefore, smart

inverters and their edge network devices account for a growing attack surface as a digital trojan horse and a new security battlefield
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in the future PE-dominant power grids. Ensuring the security and resilience of PE-dominant grid against prevalent and constantly
evolving threats is paramount for maintaining national security, economic stability, and public safety. However, lack of security
modeling and tools such as threat modeling, attack modeling, penetration testing tools, and security testbed might impede PE

society'’s research interests in cybersecurity in PE devices and applications.

This tutorial entitled “Cybersecurity Modeling and Testing for Smart Inverters” will provide lessons learned from the real-world
incidents and security assessment of the industry security best practices including DER security standards, recommendations,
certification programs and security features of smart inverters. Furthermore, we will discuss 15 practical cyberattack models

utilizing existing vulnerabilities of the industry best practices for smart inverters including malware attacks, controller attacks, and
hardware attacks and their penetration testing methods. Finally, we showcase several attack demos and defense methods against
the cyberattacks. This tutorial includes traditional lectures and software/hardware demonstrations as hands-on case studies
(recorded videos). This tutorial contents can establish a resilience-by-design baseline reference for smart inverter cybersecurity
teams, which bridges the gap between cybersecurity and power engineering communities. Besides, this tutorial will greatly benefit
attendees who are new to the research area of cybersecurity, as a useful guidance and researchers currently working on cyber-
resilient PE, as an avenue to learn about recent advancements and trends.
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“Cybersecurity Modeling and Testing
for Smart Inverters”

Dr. Taesic Kim is an Associate Professor in the Department of Electrical
Engineering and Computer Science at the University of Missouri, Columbia. He
directs the Cyber-Physical Power and Energy System (CPPES) Laboratory with
emphasis on Cyber-Physical Security, Secure and Efficient Al, Quantum Al and
Optimization, Cyber-Secure Power Electronics, Cyber-Resilient DER-rich Power
Grid.

Dr. BoHyun Ahn is a Postdoctoral Fellow in the Department of Electrical
Engineering and Computer Science at the University of Missouri. He led a
student project team that won first place in the 2022 IEEE ECCE Student
Demo Project Software Competition with the project titled First
Demonstration of Ransomware Attack and Forensics on a Commercial Smart
Inverter. He is an expert in energy system

cybersecurity, with a focus on malware security, ethical hacking, memory :
forensics, and cyber-informed engineering. He was an energy system "‘:
cybersecurity intern at the National Renewable Energy Laboratory in 2023 and ' l"_-"'.,
received advanced training in energy system cybersecurity through the ,
CyberStrike: STORMCLOUD Exercise 2024 by Idaho National Laboratory and

the Trace FIRE (Forensics and Incident Response Exercise) 2023 by Sandia \ 4

National Laboratories. Sl
Sudip K. Mazumder received the Ph.D. degree in electrical and computer
engineering from Virginia Tech, in 2001. He is a UIC Distinguished Professor,
Robert Uyetani Professor of Engineering, and the Director of Laboratory for

Energy and Switching-Electronic Systems (LESES) in the Department of

Electrical and Computer Engineering at the University of lllinois Chicago

(UIC), which he joined in 2001. He is Joint Appointee with the U.S. Argonne
National Laboratory. He also serves as the President of NextWatt LLC since
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2008. He has over 30 years of professional experience and has held R&D and design positions in leading industrial organizations
and has served as technical consultant for several industries. He is the Deputy Editor-in-Chief for IEEE Journal of Emerging and
Selected Topics in Power Electronics, Chair for the IEEE Power Electronics Society's Technical Committee on Modeling and
Control, and a Member at Large for IEEE Power Electronics Society. He is a Fellow of multiple prestigious societies including IEEE
and AAAS and was the recipient of the 2023 IEEE Power & Energy Society's Ramakumar Family Renewable Energy Excellence
Award. Earlier, he served as an |IEEE Distinguished Lecturer and the Editor at Large for IEEE Transactions on Power Electronics. He
has made original contributions to the areas of multi-scale control of power-electronic systems; wide-bandgap high-frequency-link
power electronics; cyber and physical reliabilities in power-electronic systems; and optically controlled power semiconductor
devices. He has published over 310 peer-reviewed international journal and conference papers, 1 edited book, and 13 book
chapters, has 14 issued utility patents (with others pending), and has delivered over 135 keynote, distinguished, plenary, and invited

presentations.

His research interests include design and control of power electronics converters and systems with applications to reduced-inertia

networks, grid interfaces, variable speed drives, and electric automotive systems.
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